Installation service Snort

Advanced

WARNING: The 1is set to the default value. Change the password in the User Manager.
Certificates

General Setup

Status/ [ High Availability

+ 0
Package Manager
Name
Routing Contract type
User Setup Wizard _ocal Database Fallback)
System Update
User Manager | Ede i NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Logout (admin) 2gatrends International, LLC.
V108006 I chased your pfSense gat firewall appliance fi Netgate and elected
. s you purchased your pfSense gateway firewall appliance from Netgate and electe
Community Support at the point of sale or installed pfSense on your own
Version 2.7.2-RELEASE (amd64) hardware, you have access to various community suppori resources. This includes
built on Mon Mar 4 19:53:00 UTC 2024 the NETGATE RESOURCE LIBRARY.
FreeBSD 14.0-CURRENT
You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and
Version information updated at Wed Mar 5 13:31:22 UTC 2025 committed to delivering enterprise-class, worldwide support at a price point that is
S more than competitive when compared to others in our space.
CPU Type Intel(R) N100 « Upgrade Your Support + Community Support Resources

Current: 1712 MHz, Max: 806 MHz
4CPUs T package(s)xtlmrets) = Netgate Professional Services = Visit Netgate.com
AES-NI CPU Crypto: Yes (inactive) e S R o St
QAT Crypto: No

« Netgate Global Support FAQ .

Dificial pfSense Training by Netgate

Connecter vous au PfSense, cliquez sur systeme puis Package Manager.

Flisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the p

word in the User Manager.
System / Package Manager / Installed Packages

Installed Packages Available Packages

Installed Packages

o 2}

Cliquez sur Available Packages.



Flisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

System / Package Manager/ Available Packages (2}

Installed Packages Available Packages

Search term snort Both v m )

Enter a search string or *nix regular expression to search package names and descriptior

Name Version Description

snort  4.1.6.17 Snortis an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature, protocol, and anomaly- + Install
based inspection.

Package Dependencies:

snort-2.9.20_8

Dans la barre de recherche tapez « snort » puis sur recherché et enfin cliquez sur
installer.

Installed Packages Available Packages Package Installer

Package Installation

New packages to be INSTALLED:
daqg: 2.2.2_3 [pfsense]
libdnet: 1.13_4 [pfSense]
libpcap: 1.10.4 [pfSense]
libpfctl: 0.8 [pfSense]
pfsense-pkg-snort: 4.1.6_17 [pfSense]
snort: 2.9.20 8 [pfSense]

Number of packages to be installed: 6

The process will require 10 MiB more space.

2 MiB to be downloaded.

[1/6] Fetching libdnet-1.13_4.pkg: . done

[2/6] Fetching snort-2.9.20 8.pkg: . ®

Le téléchargement va débuter et installer tous les packages nécessaire

Installed Packages Available Packages

Installed Packages

Name Category Version Description Actions

v snort security  4.1.6_17 Snort is an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature, protocol, _[ﬁ'l‘_'l
h
and anomaly-based inspection. 1

Package Dependencies
@ snort2.9.20._8

v zabbix- net- 1.0.6 Zabbix agent is deployed on a monitoring target to actively monitor local resources and applications (hard drives, memory, processor mt3
agenté4  mgmt statistics etc). The agent gathers operational information locally and reports data to Zabbix server for further processing. In case of 1

failures (such as a hard disk running full or a crashed service process), Zabbix server can actively alert the administrators of the
particular machine that reported the failure. Zabbix is an enterprise-class open source distributed monitoring solution.

Package Dependencies:
@ zabbix64-agent-6.4.7

%> = Update W = Current

ﬁ = Remove i, = Information 13 = Reinstall

Dans Uonglet Installed Packages, ’'add-on « Snort » est bien installé.



Services ~

Auto Config Backup
WARNING: The ‘admin’ account password is set to the default valy Gaptive Bonl he User Manager.
DHCP Relay
System / Package Manager / Installed Pé oHcp server (2]
DHCPv6 Relay
Installed Packages Available Packages DHCPv6 Server
DNS Forwarder
NS Resaler |
Name Category Version Description Dynamic DNS Actions
v snort security 4.1.6_17 Snortis an open sourcenet 'GMP Proxy

d detection system (IDS/IPS). Combining the benefits of signature, protocol, ﬁ o=
and anomaly-based inspect  \Tp i

Package Dependencies: PPPOE Server
snort-2.9.20_8

Router Advertisement

v zabbix net- 1.0.6 Zabbix agent is deployed ot SNMP ely monitor local resources and applications (hard drives, memory, processor ﬁti
agent6é4  mgmt statistics etc). The agent g¢ = n locally and reports data to Zabbix server for further processing. Incase of 1
failures (such as a hard dis| on rvice process), Zabbix server can actively alert the administrators of the
particular machine thatrept  UPnP & NAT-PMP 1 enterprise-class open source distributed monitoring solution
Wake-on-LAN

Package Dependencies
@ zabbix64-agent-6.4.7 Zabbix Agent 6.4

> =Update %= Current

- .
il = Remove § = Information 13 = Reinstall

10 TAN DN ennrtlenne intarfarac nhn

Dans la catégorie services, un onglet snort est disponible, cliqué dessus

Services / Snort/ Updates o

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Installed Rule Set MDS Signature

Rule Set Name/Publisher MDS Signature Hash MDS Signature Date
Snort Subscriber Ruleset Not Enabled Not Enabled
Snort GPLv2 Community Rules Not Enabled Not Enabled
Emerging Threats Open Rules Not Enabled Not Enabled
Snort OpenAppiD Detectors Not Enabled Not Enabled
Snort ApplD Open Text Rules Not Enabled Not Enabled
Feodo Tracker Botnet C2 IP Rules Not Enabled Not Enabled

Update Your Rule Set

Last Update Unknown Result: Unknown

Update Rules

%. Clicking FORCE UPDATE will zer

Dans Uonglet Updates, cliquez sur Update Rules.



Rules Update Task

Updating rule sets may take a
while ... please wait for the
process to complete.

This dialog will auto-close when
the update is finished.

Close

Dans Uonglet Global Settings, créer un compte gratuit snort, enfin prenez le code
Oinkmaster. Enfin ajoutez les différentes options cochées ci-dessous.

Services / Snort/ Global Settings (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Snort Subscriber Rules

Enable Snort VRT | ' Chick to enable of Snort free R User or paid Subscriber rules

ser Rule

Jp for a free Registe

Sig

S Jp for paid Snort Subscriber Rule

y Talos)

Snort GPLv2 Community Rules

Enable Snort GPLv2 Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLV2 Talos centified ruleset that is distributed free of charge without any Snort Subscriber License restrictions. This
ruleset is updated daily and is a subset of the subscriber ruleset

Emerging Threats (ET) Rules

Enable ET Open Click to enable download of Emerging Threats Open rules
ETOpen Is an open source set of Snort rules whose coverage is more limited than ETPro,
Enable ET Pro Click to enable download of Emerging Threats Pro rules

Sign Up for an ETPro Account

ETPro for Snort offers daily updates and 51 ge of current mal theeats.
Sourcefire OpenApplD Detectors
Enable OpenApplD Click to enable of OpenApplD Dx

The OpenApplD Detectors package contains the application signatures required by the ApplD preprocessor and the OpenAppiD text rules.
OpenApplD Version

Enable ApplD Open Text Click to enable download of the ApplD Open Text Rules
Ouitas



FEODO Tracker Botnet C2 IP Rules

Enable FEODO Tracker Click to enable download of FEODO Tracker Botnet C2 IP rules
Botnet C2 IP Rules

Feodo Tracker tracks certain families that are related to, or that evolved from, Feodo. Originally, Feodo was an ebanking Trojan used by cybercriminals
to commit ebanking fraud. Since 2010, various malware families evolved from Feodo, such as Cridex, Dridex, Geodo, Heodo and Emotet

Rules Update Settings

Update Interval 1 DAY v

Pleas

the interval for rule updates. (

ing NEVER disables auto-updates

Update Start Time 00:46

s value. Rules will update at the interva

simuits

Hide Deprecated Rules Click to hide deprecated rules categories in the GUI and remove them from the configuration. Default is not checked
Categories
Disable SSL Peer Click to disable verification of SSL peers during rules updates. This is commonly needed only for self-signed certificates. Default is not checked
Verification
Remove Blocked Hosts 30 MINS v
Interval

Please select the amount of time you ke hosts 1o be blocked, In most cases, one hour is a

Remove Blocked Hosts Click to clear all blocked hosts added by Snort when removing the package. Default is checked
After Deinstall

Keep Snort Settings After Click to retain Snort settings after package removal

Deinstall
Startup/Shutdown Click to output detailed messages to the system log when Snort is starting and stopping. Default is not checked.
Logging
Puis cliquez sur Save
Services / Snort/ Interfaces e
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions

u] WAN (ige0) o0 AC-BNFA LEGACY MODE WAN

Sur Uonglet Snort Interfaces, cliquez sur Add et ajouté Uoption Wan.



Cochez les différentes options dans 'onglet Wan Settings.

Services / Snort/ WAN - Interface Settings e

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

WAN Settings WAN Categories WAN Rules WAN Variables WAN Preprocs WAN IP Rep WAN Logs

General Settings

Enable ¥ Enable interface

Interface WAN (igc0) A

Choose the interface where this Snort instance will inspect traffic

Description WAN

Enter a meaningful description here for reference

Snap Length 1518

Enter the

Alert Settings

Send Alerts to System O Snort will send Alerts to the firewall's system log. Default is Not Checked.
Log

red interface snaplen value in bytes, Default is 1518 and is suitable for most applications

Enable Packet Captures Checking this option will automatically capture packets that generate a Snort alert into a tepdump compatible file

Packet Capture File Size 128
Enter a value in megabytes for the packet capture file size limit. Default is 128 megabytes. When the limit is reached, the current packet capture file in
directory /var/log/snort/snort_igc09545 is rotated and a new file opened.

Enable Unified2 Logging (0 Checking this option will cause Snort to simultaneously log alerts to a unified2 binary format log file in the logging subdirectory for this interface.
Default is Not Checked.

Log size and retention limits for the Unified2 log should be configured on the LOG MGMT tab when this option is enabled

Block Settings

Block Offenders Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.

IPS Mode Legacy Mode v

Select blocking mode operation. Legacy Mode inspects copies of packets while Inline Mode inserts the Snort inspection engine into the network stack
between the NIC and the 0S. Default is Legacy Mode.

Legacy Mode uses the PCAP engine to generate copies of packets for inspection as they traverse the interface. Some "leakage” of packets will occur
before Snort can determine if the traffic matches a rule and should be blocked. Inline mode instead intercepts and inspects packets before they are
handed off to the host network stack for further processing. Packets matching DROP rules are simply discarded (dropped) and not passed to the host
network stack. No leakage of packets occurs with Inline Mode. WARNING: Inline Mode only works with NIC drivers which properly support Netmap!
Supported drivers: bnxt, cc, cxgbe, cxl, em, em, ena, ice, igb, igc, ix, ixgbe, ixl, lem, re, vmx, vinet. If problems are experienced with Inline Mode, switch to
Legacy Mocde instead.

Kill States Checking this option will kill firewall established states for the blocked IP. Default is checked.

Which IP to Block BOTH ~
Select which IP extracted from the packet you wish to block. Default is BOTH.

Detection Performance Settings

Search Method AC-BNFA v
Choose a fast pattern matcher algorithm, Default is AC-BNFA
Split ANY-ANY ] Enable splitting of ANY-ANY port group. Default is Not Checked
Search Optimize [7] Enable search optimization. Default is Not Checked
Stream Inserts [7] Do not evaluate stream inserted packets against the detection engine, Default is Not Checked

Checksum Check Disable [T] Disable checksum checking within Snort to improve performance. Default is Not Checked



Choose the Networks Snort Should Inspect and Whitelist
Home Net pfSenselnterfaces ~

Choose the Home Net you want this interface to use.

Default Home Net adds only local networks, WAN IPs, Gateways, VPNs and VIPs.
Create an Alias to hold a list of friendly IPs that the firewall cannot see or to customize the default Home Net.

Choose the External Net you want this interface to use.

External Net is networks that are not Home Net. Most users should leave this setting at default
Create a Pass List and add an Alias to it, and then assign the Pass List here for cusiom External Net settings.

Pass List pfSenselnterfaces v

Choose the Pass List you want this interface to use.

The default Pass List adds local networks, WAN IPs, Gateways, VPNs and VIPs. Create an Alias to customize.
This option will only be used when block offenders is on and IPS Mode is set to Legacy Mode.

Choose a Suppression or Filtering List (Optional)

Alert Suppression and wansuppress_67da85675d3ch v

Filtering Choose the suppression or filtering file you want this interface to use.

Custom Configuration Options

Advanced Configuration
Pass-Through

4
Enter any additional configuration parameters to add to the Snort configuration here, separated by a newline

Sauvegarder la configuration.



Dans Uonglet Wan Categories, cochez les différentes

Automatic Flowbit Resolution

Resolve Flowbits If checked, Snort will auto-enable rules required for checked flowbits. Default is Checked.

Snort will examine the enabled rules in your chosen rule categories for checked flowbits. Any rules that set these dependent flowbits will be
automatically enabled and added to the list of files in the interface rules directory.

Select the rulesets (Categories) Snort will load at startup
@ - category is auto-enabled by SID Mgmt conf files
=

e— Category is auto-disabled by SID Mgmt conf files

Enable Ruleset: Snort GPLv2 Community Rules
Snort GPLv2 Community Rules (Talos certified)
rules are not enabled. Snort Subscriber rules are not enabled. Snort OPENAPPID rules are not enabled.

Dans la catégorie WAN Preprocs cochez les options suivantes

Services / Snort/ Interface Settings / WAN - Preprocessors and Flow (2]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
WAN Settings WAN Categories WAN Rules WAN Variables WAN Preprocs WAN IP Rep WAN Logs

Important Preprocessor Information

Rules may be d dent on enbled prepe s! Disabling prepe may result in Snoet startup fallure unless all of the ding preprocessor-d dent rules are also disabled
Do not disable any default-enabled preprocessors on this page unless you are very skilled with using Snort. If you experience Snort start-up erors or failures after making changes to
s, trying g ol pe configurations 1o their defaults, and then attempt to start Snort.

Preprocessors Basic Configuration Settings

Collect Performance Statistics for this interface. Default is Not Checked

t will automatically generate performar slight negative performance iImpact

Protect Customized (] Enable this only if you maintain customized preprocessor text rules files for this interface. Default is Not Checked

Enable this only if you u

Rules

j you do not want them o sutomatic Snol

d on the Glo

use

Auto Rule Disable Auto-disable text rules dependent on disabled preprocessors for this interface. Default is Not Checked.

t enabled

rotection by autor

rom Snort

Enable RPC Decode and Normalize/Decode RPC traffic and detects Back Orifice traffic on the network. Default is Checked
Back Orifice Detector

Enable DCE/RPC2 The DCE/RPC preprocessor detects and decodes SMB and DCE/RPC traffic, Default is Checked

Enable SIP Detection The SIP preprocessor decodes SIP traffic and detects vulnerabilities. Default is Checked.

Enable GTP Detection ] The GTP preprocessor decodes GPRS Tunneling Protocol traffic and detects intrusion attempts, Default is Not Checked.



Services / Snort/ Updates

e
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
Installed Rule Set MDS5 Signature
Rule Set Name/Publisher MDS Signature Hash MDS Signature Date
Snort Subscriber Ruleset Not Enabled Not Enabled
Snort GPLv2 Community Rules b0c300c5610bb3793c46¢dd7655916b5 Tuesday, 18-Mar-25 10.:02:16 UTC
Emerging Threats Open Rules Not Enabled Not Enabled
Snort OpenApplD Detectors Not Enabled Not Enabled
Snort ApplD Open Text Rules Not Enabled Not Enabled
Feodo Tracker Botnet C2 IP Rules Not Enabled Not Enabled
Update Your Rule Set
Last Update Mar-18 2025 10:08 Result: Success
o
Click UPj & ted rules packages, Clicking FORCE UPDATE will zero out
IR Check for and install only new updates |8 4 rules pcage
Manage Rule Set Log
te 24K in mat
Logfile Size 25KiB
Créer une Pass list (Revenir sur Wan Setting pour valider
Services / Snort/ Pass Lists ()
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
—————
Configured Pass Lists
List Name Assigned Description Actions
() pfSenselnterfaces No S




Services / Snort/ Pass List/ Edit (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

General Information

Name

Description

pfSenseinterfaces

The list name may only ¢ ist of the charact

You may enter a description here fo

r reference

Auto-Generated IP Addresses

Local Networks

WAN Gateways

WAN DNS Servers

Virtual IP Addresses

VPN Addresses

Add firewall Locally-Attached Networks to the list (exciuding WAN). Default is Checked.
Add WAN Gateways to the list. Defauit is Checked
Add WAN DNS servers to the list. Default is Checked
2 Add Virtual IP Addresses to the list. Default is Checked

Add VPN Addresses to the list. Default is Checked.

Custom IP Addresses and Configured Firewall Aliases

Hint Enter as many IP addresses or alias names as desired. Enter ONLY an IP address, IP subnet or alias name! Do NOT enter a FQDN (fully qualified domain
name) directly! To use a FQDN, first create the necessary firewall alias, and then provide the alias name here. FQDN aliases are periodically re-resolved
and updated by the firewall. You can also provide an IP subnet with a proper netmask of the form network/mask such as 1.2.3.0/24

IP or Alias
+ v
Services / Snort/ WAN - Interface Settings (2]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Syne
WAN Settings WAN Categories WAN Rules WAN Variables WAN Preprocs WAN IP Rep WAN Logs

General Settings

Description

Snap Length

{4 Enable interface

WAN (igc0) v

nterface where this vill inspect traffic

WAN

Enter a meaningful de ion here for your refe

1518

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applic

Alert Settings

Send Alerts to System
Log

Enable Packet Captures

Packet Capture File Size

Enable Unified2 Logging

Snort will send Alerts to the firewall's system log. Default is Not Checked.

Checking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file

r the pac 128 megabytes. When the limit is re 3, the current packet capture file in

gcU9

Checking this option will cause Snort to simultaneously log alerts to a unified2 binary format log file in the logging subdirectory for this interface.
Default is Not Checked

shouid be configur the LOG MGMT tab when this option is enabled

Block Settings

Block Offenders

Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked



Services/ Snort/ Interfaces e

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions
0 WAN (igc0) o C® AC-BNFA LEGACY MODE WAN S 0m
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

WAN Settings WAN Categories WAN Rules WAN Varlables WAN Preprocs WAN IP Rep WAN Logs

Available Rule Categories

Category Selection: GPLv2_communi

y.rules

Select the ru to and I

Rule Signature ID (SID) Enable/Disable Overrides
sotn | = =

ny SID enable/disable oy

When finished, click APPLY 10 save and seénd made on this tab t 1

Rules View Filter (+]
Selected Category's Rules

Legend: () Default Enabled @ Ensbled by user @ Auto-enabled by 51D Mgmt ) Actionycontent modified by SID Mgmt £, Rude sction is alert
® Detautt Dsabled € Disabled by user @) Autodisabled by SID Mgmt

State  Action GID SID Proto  Source SPort Destination DPort Message

® 1 105 tep SHOME_NET 2589 SEXTERNALNET any MALWARE-BACKDOOR -
Dagger_1.4.0

@ 1 108 tcp SEXTERNAL_NET any SHOME_NET 7597 MALWARE-BACKDOOR QAZ
Worm Client Login access

® 1 110 tep SEXTERNAL_NET any SHOME_NET 12345:12346 MALWARE-BACKDOOR netbus
getinfo

@ 1 115 tcp SHOME_NET 20034 SEXTERNALNET any MALWARE-BACKDOOR
NetBus Pro 2.0 connection
established

® 1 117 tep SHOME_NET any SEXTERNAL_NET any MALWARE-BACKDOOR
Infector.1.x

® 1 18 tep SHOME_NET 666 SEXTERNAL_NET any MALWARE-BACKDOOR



Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmit Sync

WAN Settings WAN Categories WAN Rutes WAN Variables WAN Preprocs WAN IP Rep WAN Logs

Available Rule Categories

Category Selection: GPLv2_community rules >

Select the rule category to view and manage
Rule Signature ID (SID) Enable/Disable Overrides

sorcee XD = :. =

When finished, click APPLY to save and send any SI0 enable/disable changes made on this tab to Snoret
e al

Rules View Filter

Selected Category's Rules

Legend: (2 petam Enatied @ Enatied by user @ anoensbied by S10Mgme 0 Actioncoment modfied by S0 Mgme L, fute action bs alert
(® Detaust Disabied € Disabied by user @) Auto disabied by S0 Mgmt

State  Action GID SID Proto  Source SPort Destination DPort Message
@ 1 105 wp SHOME_NET 2589 SEXTERNALNET any MALWARE-BACKDOOR -
Dagger_14.0
® 1 108 tep SEXTERNALNET any SHOMENET 7597 MALWARE-BACKDOOR QAZ
Worm Chent Login access
@ 1 110 e SEXTERNAL_NET any SHOME_NET 1234512346 MALWARE-BACKDOOR netbus
getinfo
® 1 115 tcp SHOME_NET 20034 SEXTERNALNET any MALWARE-BACKDOOR
NetBus Pro 2.0 connection
established
1 N7 tep SHOME_NET any SEXTERNAL_NET any MALWARE-BACKDOOR
Infector.] x
1 ns tep SHOME_NET 666 SEXTERNALNET any MALWARE-BACKDOOR
SatansBackdoor 2.0 Beta
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

WAN Settings WAN Categories WAN Rules WAN Variables WAN Preprocs WAN IP Rep WAN Logs

Available Rule Categories

Category Selection: GPLv2_community.rules v

Select the rule ¢

jory 10 view and manage.
Rule Signature ID (SID) Enable/Disable Overrides
SID Actions ! aset (%) Disable Al m

When finishec

lick APPLY to save and send any SID enable/disable changes made on this tab 1o Snort
Rules View Filter [+)
Selected Category's Rules

Legend: () pefault Enabled @ Enabledby user @ Auto-enabled by 10 Mgmt ) Action/content modified by SID Mgmt £, Rufe action ks alert
(® Defautt Disabled €) Disabled by user @) Autodisabled by SI1D Mgmt

State  Action GID SID Proto  Source SPort Destination DPort Message

(/] 1 105 cp SHOME_NET 2589 SEXTERNAL_NET any MALWARE-BACKDOOR -
Dagger_1.4.0

V] 1 108 tcp SEXTERNAL_NET any SHOME_NET 7597 MALWARE-BACKDOOR QAZ
Worm Client Login access

(V] 1 110 tcp SEXTERNAL_NET any SHOME_NET 12345:12346 MALWARE-BACKDOOR netbus
getinfo

o 1 ns 1cp SHOME_NET 20034 SEXTERNAL_NET any MALWARE-BACKDOOR
NetBus Pro 2.0 connection
established

(] 1 n7 tcp SHOME_NET any SEXTERNAL_NET any MALWARE-BACKDOOR
Infector.1.x

(V] 1 18 1cp SHOME_NET 666 SEXTERNAL_NET any MALWARE-BACKDOOR
SatansBackdoor.2.0.Beta

(/] 1 119 tcp SHOME_NET 6789 SEXTERNAL_NET any MALWARE-BACKDOOR Doly

? N aceess



