Installation de Zabbix
via Docker

Dans le but de simplifier et de fluidifier I'installation de Zabbix et GLPI sur le méme héte
Linux, nous utiliserons Docker avec son extension Docker Compose.
Ici nous utiliserons une stack Docker compose contenant : PostgreSQL, Zabbix, Nginx,
Zabbix agent

On crée un répertoire /docker/zabbix dans lequel on crée un fichier nommé
docker-compose.yaml. |l suffit de copier-coller le contenu du YAML ci-dessous.

On exécute ensuite la commande docker-compose up

version: '3.7'

services:
postgresqgl-server:
image: postgres:latest
container_name: postgresql-server
restart: unless-stopped
environment:
POSTGRES_USER: user_postgresql-server
POSTGRES_PASSWORD: azerty*1234*
POSTGRES DB: td-DB
volumes:
postgresql-data:/var/lib/postgresql/data

zabbix-server:
image: zabbix/zabbix-server-pgsql:latest
container name: zabbix-server
restart: unless-stopped
depends_on:
postgresgl-server
environment:
DB SERVER _HOST: postgresql-server
POSTGRES USER: user_postgresql-server
POSTGRES_PASSWORD: azerty*1234%*
POSTGRES_DB: td-DB
ports:
"10051:10051"
volumes:
zabbix-server-data:/var/lib/zabbix
zabbix-snmptraps-data:/var/lib/zabbix/snmptraps
zabbix-export-data:/var/lib/zabbix/export




zabbix-web-nginx-pgsql:

image: zabbix/zabbix-web-nginx-pgsql:latest
container_name: zabbix-web
restart: unless-stopped
depends_on:

postgresqgl-server

zabbix-server
environment:
DB _SERVER_HOST: postgresql-server
POSTGRES USER: user_ postgresql-server
POSTGRES_PASSWORD: azerty*1234*
POSTGRES DB: td-DB
ZBX_SERVER_HOST: zabbix-server
PHP_TZ: Europe/Paris
ports:

"8080:8080"
volumes:

zabbix-web-data: /usr/share/zabbix

zabbix-agent:
image: zabbix/zabbix-agent:latest
container_name: zabbix-agent
restart: unless-stopped
depends_on:

zabbix-server

environment:
ZBX_HOSTNAME: "zabbix-server"
ZBX_SERVER_HOST: zabbix-server
ZBX_SERVER_PORT: '10051'
ZBX_SERVER_ACTIVE: zabbix-server

volumes:
postgresql-data:
zabbix-server-data:
zabbix-snmptraps-data:
zabbix-export-data:
zabbix-web-data:

Le serveur est joignable sur I'lP <TP dans le VLAN 30>:8080



Installation de Uagent Zabbix sur Windows

On va installer 'agent Zabbix sur le Windows Server via
I'installeur téléchargeable sur le site officiel de zabbix.
https://www.zabbix.com/download_agents#tab:40LTS

On ouvre l'exécutable

"M Zabbix Agent (64-bit) Setup =

Welcome to the Zabbix Agent (64-bit)
Setup Wizard

The Setup Wizard will install Zabbix Agent (64-bit) on your
ZA B B I X computer. Click Next to continue or Cancel to exit the Setup
Wizard.

The Enterprise-class
Monitoring Solution
for Everyone

www.zabbix.com

Back ‘ Next Cancel



https://www.zabbix.com/download_agents#tab%3A40LTS

On accepte les termes et contrat d'utilisation.
"M Zabbix Agent (64-bit) Setup — X

End-User License Agreement
Please read the following license agreement carefully ZA B B I X

GNU AFFERO GENERAL PUBLIC LICENSE l

Version 3. 19 November 2007

Copyright (C) 2007 Free Software Foundation. Inc. https:/fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

Preamble

B2 1 accept the terms in the License Agreement
Print Back Next Cancel

On laisse le chemin d’installation par défaut
"M Zabbix Agent (64-bit) Setup = X

Custom Setup
Select the way you want features to be installed. ZA B B I x

Click the icons in the tree below to change the way features will be installed.

ERET| 7abbix Agent (64-bit) Zabbix Agent is deployed on

2| Agent daemon monitoring targets to actively monitor

.23~ Zabbix sender local resources and applications and

..23+| Zabbix get report the gathered data to Zabbix
server.

This feature requires 1KB on your
hard drive. It has 3 of 3 subfeatures
selected. The subfeatures require
8917KB on your hard drive.

Location: C:\Program Files\Zabbix Agent\ Bt

Reset Disk Usage Back Next Cancel



On rentre 'adresse du serveur zabbix
"M Zabbix Agent (64-bit) v7.2.2 Setup X

Zabbix Agent service configuration
Please enter the information for configure Zabbix Agent ZA B B I X

Host name: |WINSERV

Zabbix server IP/DNS: |192,168.30.1

Agent listen port: |10050

Server or Proxy for
e 192.168.30.1

(] Enable PSK

Add agent location to the PATH

Back Next Cancel

Cliquer sur Installer pour finaliser l'installation de I'agent Zabbix

sur le Windows Server
"3 Zabbix Agent (64-bit) Setup = X

Ready to install Zabbix Agent (64-bit) Z A B B ' X

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back #, Install Cancel




TrueNas via SNMP et ajout de ’héte

Tout d'abord, on active le service SNMP sur le TrueNas

Osystems € 8 4 & O
TrueNAS CORE® © 2024 -

8 root

truenas.local

Dashboard

Q Filter Service
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System .

Tasks
Network
Storage
Directory Services
UPS

Sharing Ve DRy
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17 total

Plugins

On clique sur action et on entre “ipssi” pour le champ
Community.

@0systems A = I W - BV

TrueNAS CORE® © 2024 -
8 root
truenas.local
General Options

Dashboard
Location
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System kit
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Tasks SNMP v3 Options
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On va dans data collection et on crée un Host group

ZABBIX Host groups

7 Filter

Name ||

Hypervisors

Lini
Prasnse Bl ersense
Truehas B Truenas

Virtual machines
— B wnses

Zabbi servers B zabbi server

Administration

Sur la Page Hosts du menu Monitoring on clique sur “Create
host”.
Ensuite on rentre les information nécessaires

VAN D QSRS Hosts [ Ceseront J22)
Y New host

00 Host PMI Tags Macros Inventory  Encryption  Vaie mapping
58 Dashboards —
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On sélectionne la Template voulue

Templates

Template group | RELUEIESES Select

EALLL F TR e ETR Rey BT

DELL PowerEdge R840 by SNMP
Docker by Zabbix agent 2
Elasticsearch Cluster by HTTP
Envoy Proxy by HTTP
Etcd by HTTP
Extreme EXOS by SNMP
F5 Big-IP by SNMP
FortiGate by HTTP
FortiGate by SNMP
FreeBSD by Zabbix agent
GCP by HTTP
GCP Cloud SQL MSSQAL by HTTP
GCP Cloud SQL MSSAL Replica by HTTP
GCP Cloud SAQL MySAL by HTTP
GCP Cloud SQL MySdL Replica by HTTP
GCP Cloud SQL PostgreSQL by HTTP
GCP Cloud SQL PostgreSQL Replica by HTTP

GCP Compute Engine Instance by HTTP



Host groups:

Interfaces

Description

Enabled v

Integrations

L

Puis on ajoute I'Host group

Hosts
Y  New host Host groups.
Host IPMI Tags Macrod Hame
Hostname | PFSense Appiications
Databases
Visibie name

Discovered hosts

Tempises

Hypervisors
Linux servers
PFSense

(&

TrueNas

Virtual machines
WINSERV
Zabbex servers

e

Prowy group

On rentre les données de l'interface ou on récupere les

Soit on rentre

données.
'adresse IP, la version SNMP et 'SNMP
Community

ZABBIX Hosts -
V' New host
Host ®M Tegs Macros Inventory Encrypon  Value mapping
Dashboa Mo
*Hostname | PFSense
Monitoring Re
Visibie name
Templates Select
* Host groups Select
Interfaces Type P add: DNS name Connect to Port
Services A SNMP | 192168.10.25 [ » IESNEE ® Remove
n “SNMPversion | SNMPY2 v
Inventory 3me a
prsense * st communay [ pss ! P
Reports
Truetias Max repetiton count @ | 10 s a
Data collection
WINSERY. | Use combined requests I
Alerts Zabbix set Add 5 ashboards
Users Description
Administration

Manitared hy

Prowy | Prowy arin

U je=




On cligue sur “Add” et I'hn6te se cree et les informations peuvent
remonter

ZABBIX Hosts

Name Status Enabled | Disabled

Dashboards

Monitori
Monitoring 5 Contains v
Add
NS
Hosts Show hosts in maintenance v Show suppressed problers
Port
Latest data
Severity || Not classified igh
Maps
nformaton Average Disaster
Apply
[ tatus
PFSense 192.168.10.254'10050 [ 26¢] [ciass os Jiarget freebsal ates Dashbo
TrueNas 192 168.10 25161 class hardware Jtarget truenas core] E oblesm oards
ISERV 192168.10.252:10050 [class: os Jiarget: windows ] E aphs ards

[ 26x]
050 [75x) Ciass: sonare | target tnus

Zabbu server 1721905




Ajout d’un héte via Zabbix agent.

Pour remonter des données via zabbix agent on ajoute un hoéte
en rentrant les données nécessaires comme ci-dessous.
On sélectionne l'interface agent et on rentre I'adresse IP de la

machine et le numéro de port du zabbix agent.

ZABBIX « o (LSS [ cratenost 321
V' Host

[J) Reports

Description
(4] Data collection

Alerts

Monitored by Proxy | Proxy group

Enabled v




On édite son dashboard pour avoir les informations
importantes sur les différents hétes (Exemples:
lutilisation du CPU ou de la mémoire

ZABBIX Global view BBR

Dashboard updated

Dashboards

Al dashboards / Giobal view

Monitoring Top hosts by CPU utilization

r— e TR L 6.631

System information

Zabow server is running Yes 2abbixserver 10051
Zabbix server
TrueMas (] 100% 015 031 033 Values per second  Zaboix server version 722 Uptodate .
winserv ) 055% 107 Zaboi frontend version 722 Uptodate -
Prsense 7 Number of hosts (enabledidisabled) 4 410 Paris
Number of templates 333
Number of ftems (enabied/disabiedinot supported) 75 %0101
Number of tnggers (enabied/disabled [problemiok]) 235 235/0[0/235]
ministration Top hosts by Memory utilization Host availability Geomap
i ova 5mava v m N
0 4 g A
Zabbex server 8076% 044 121 105 13 4
Unknoan Total o=
WINSERV 013% 107 Iz (
Truetias " 1818% 015 031 033 L A
Problems by severity \
PFsense 78

0 0
Average Warning

Current problems




Installation de I’agent Zabbix sur un client Windows.

On veérifie la que I'agent glpi soit accessible

view the following agreements before using.

[Y] Yes [N] No:
[Y] Yes [N] No:
Id

20.8 MB
fully verified installer hash
12 pac install...
The installer will request to run as administrator, expect a pr

iew the following agreements before using.

= to function pre

GLPI Agent 1.1 Setup

Welcome to the Setup Wizard for
GLPI Agent 1.11

ard wall install GLPI Agent 1.1
k Next to continue or Canc

; e ir 1..
aller will request to run as administrator, expect a pro




On accepte les termes du contrat de licence

o9 GLPI Agent 1.1 Setup - X
End-User License Agreement
Fleasa read the following license agreement carefully
Version 2, June 199]
Copyright (C) 1989, 1991 Free Software Foundation,
Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-
1301, USA
Fvorvime 1< nermitted ta conv and dictrihote he
- conc
Choisir le dossier d’installation.
9 GLPI Agent 1.11 Setup - X

Destination Folder

Click Next to install to the default folder or click Change to choose another.

Tnstall GLPT Agent 1.1 to:

C:\Frogram Files\GLFI-Agent)



On choisit le type d’installation “Typical”

#9 GLPI Agent 1.11 Setup -

Choose Setup Type
Choose the satup type that best suits your needs

Typical
Installs the most common program features with only Inventory and
Remotelnventory tasks support.

Custom

Allowes users o choose which program features will be installed and where they
will be installed. Recommended for advanced users.

Complete
All program festures will be installed.

Back N Cancel

Indiquer I'url du serveur GLPI, décocher Quick installation et
cliquer sur Next.

79 GLPI Agent 1.1 Target Setup - X

Choose Targets
Choose where the result will be sent.

Local Target

Local path or UNC path

Remote Targats

{nttp://192.168.10.1/
You can set multiple URIs by saparating them with commas
'htps://server/glpi/,..."

[#] Quick instalfation




Passer les option SSL en cliquant sur Next.

9 GLPI Agent 1.1 Setup - X

Remote largets SSL Options
Sat SSL options,

S5L Options
CA Certificates Directory

[

CA Cartificata Fle

Fingerpent of SSU cerbificate to trust

Disable SSI check (for security reason, only use i for debugging) [ |

ST i

Cliguer sur Next.

o9 GLPI Agent 111 Setup - > %

Remote Targets Proxy Options
Set Proxy options.

Froxy Optons

Prony sesver

|

Proxy server authentication user

|

Froxy server authantication password

|




Choisir le mode d’exécution As a Windows Task, cocher la
case Run inventory immediatly after installation, décocher la
case Respect the frequency of inventories specified by the
server et cliquer sur le bouton Next.

o GLPI Agent 1.1 Setup - X

Choose an Execution Mode
Choose which way you want GLPI Agent to be executed,

Execution Mode

() As 2 Windows Service
(@) As & Windows Task

(O Manually

Run Irventory immediatly after instaliation

| ]Respect the frequency of inventories specified by the server
(recommendead)

GLPEFAgantMantar &

Back Next Cancel

Configurer la fréequence des inventaires pour la tache planifiée
et cliquer sur Next.

ﬂ GLPI Agent 1.11 Setup = X
Windows Task Options
Set Windows Tas« Options.

Windows Task Options

Frequency Hour Interval

Hourty v 1



Désactiver le serveur en décochant la case Enable embedded
HTTP Server, cliguer sur Next.

8 GLPI Agent 111 Setup - X
HTTP Server Options
Sat embadded HT TP servar options,

Embedded HTTP Server Options

P Port
10.0.0.0 62354
Trusted IPs

h27.0.0,1/32

Add exception on the Windows Firewall [V

Enable embadded KTTP server [

Back E Cancel

Mettre un Tag si souhaité. Cliquer sur Next.

o GLPI Agent 111 Setup = X

Miscelaneous Options
Set preferences about miscelanscus options.

Miscelanaous Options

Teg

["]5can bome directory for virtual machmnes
[[Iscan user profiles for software

[i]Save local inventory using JSON format

==



Passer les options avancées en cliguant sur le bouton Next.
78 GLPI Agent 1.1 Setup - X

Advanced Options

Set Advanced Dptions.
— _———

Please, do nat change the fallowing options whether you are not totally sure what you are doing
and why,
Time Options (In seconds) Other Options
Connection Time Out |_Inap2p
180 Schaduled tasks

Delay Before the First Target I
!3600 Omit These Tasks

T T
E'si—: R A Omit These Categories

o ] | oo

Pour faciliter les dépannages, sélectionner le niveau de debug
a2
5 GLPI Agent 1.1 Setup — X

Debug Options
Set debug optons.

Debug Options
Detiug Level Logger
Level 2 v File v
Log File

[C:‘.}‘rogram Hles\GLPI-Agent\Jogs\glpr-agent.log

Log File Max. Size (in M3)
4

S



Cliquer sur “Installer”. Puis attendre la fin de I'installation.
#9 GLPI Agent 1.11 Setup - X

Ready to install GLPI Agent 1.11 g

Click Install to begen the installation. Click Back to review or change any of your instaliation
settings. Click Cancel to et the wizard.

pack [ msal | cancel

Cliquer sur “Finish”.
¥ GLPI Agent 1.11 Setup - pre

Completed the GLPI Agent 1.11 Setup
Wizard

Click the Finish button to exit the Setup Wizard.

S



On voit que notre client remonte dans GLPI.
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